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Figura 1 – Publicação e venda do Ransomware no fórum. 

. 

https://blog.cyble.com/2023/06/01/noescape-ransomware-as-a-service-raas/
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Figura 2 – Publicação via Twitter do pesquisador EVIL RABBIT. 



 

11 | P á g i n a  
 

Figura 3 – Print da tela de builder do Ransomware NoEscape. 
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Figura 4 – Detalhes do arquivo PE. 

• Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Cur

rentVersion\Policies\System\EnableLUA = “0” 
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• Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Cur

rentVersion\Policies\System\ConsentPromptBehaviorAdmin = 

“0” 

Figura 5 – Processos encerrados pelo ransomware. 

Figura 6 – Serviços encerrados pelo ransomware. 
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Figura 7 – Nota de resgate do Ransomware. 
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Figura 8 – Arquivos e pastas que não são criptografados. 

 

• wmic SHADOWCOPY DELETE /nointeractive 

• wbadmin DELETE SYSTEMSTATEBACKUP -deleteOldest 

• wbadmin DELETE SYSTEMSTATEBACKUP -keepVersions:0 

• wbadmin DELETE BACKUP -deleteOldest 

• wbadmin DELETE BACKUP -keepVersions:0 

• vssadmin Delete Shadows /All /Quiet 

• bcdedit /set {default} recoveryenabled No 

• bcdedit /set {default} bootstatuspolicy ignoreallfailures 
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Figura 9 – Arvore de processos do Ransomware. 

 

 

 

Figura 10 – Site de vazamento de dados do Ransomware na rede Tor. 
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https://www.trendmicro.com/vinfo/be/threat-encyclopedia/malware/Ransom.Win32.NOESCAPE.A/
https://www.trendmicro.com/vinfo/gb/threat-encyclopedia/malware/Ransom.Win32.NOESCAPE.B/
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https://blog.cyble.com/2023/06/01/noescape-ransomware-as-a-service-raas/
https://blog.cyble.com/2023/06/04/evasive-noescape-ransomware-uses-reflective-dll-injection/
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