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Figura 1 – Site de data leak do grupo Rhysida. 

Figura 2 – Publicação via twitter do ransomware Rhysida. 

https://twitter.com/malwrhunterteam/status/1658829565215604738
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Figura 3 – Informações do PE. 

Figura 4 – Strings identificadas no ransomware. 
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• 

• 

Figura 5 – Argumentos do ransomware. 

• “cmd.exe /c start powershell.exe -WindowStyle Hidden -Command 

Sleep -Milliseconds 500; Remove-Item -Force -Path \ “” 
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Figura 6 – Prompt exibido durante a execução. 

Figura 7 – Algoritmo de criptografia. 

Tabela 1 – Pastas excluídas de criptografia. 
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Tabela 2 – Arquivos excluídos de criptografia. 

Figura 8 – Nota de resgate e comunicado via PDF. 

• system(“cmd.exe /c reg delete \”HKCU\\Painel de 

controle\\Desktop\” /v Papel de parede /f”); 

• system(“cmd.exe /c reg delete \”HKCU\\Painel de 

controle\\Desktop\” /v WallpaperStyle /f”); 

• system(“cmd.exe /c reg add 

\”HKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\

ActiveDesktop\” /v NoChangingWall” “Paper /t REG_SZ /d 1 /f”); 
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• system(“cmd.exe /c reg add 

\”HKLM\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\

ActiveDesktop\” /v NoChangingWall” “Paper /t REG_SZ /d 1 /f”); 

• system(“cmd.exe /c reg add \”HKCU\\Control Panel\\Desktop\” /v 

Wallpaper /t REG_SZ /d \”C:\\Users\\Public\\bg.jpg\” /f”); 

• system(“cmd.exe /c reg add 

\”HKLM\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\

System\” /v Wallpaper /t REG_SZ /” “d 

\”C:\\Users\\Public\\bg.jpg\” /f”); 

• system(“cmd.exe /c reg add 

\”HKLM\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\

System\” /v WallpaperStyle /t REG_SZ /d 2 /f”); 

• system(“cmd.exe /c reg add \”HKCU\\Control Panel\\Desktop\” /v 

WallpaperStyle /t REG_SZ /d 2 /f”); 

• system(“rundll32.exe user32.dll,UpdatePerUserSystemParameters”); 

Figura 9 – Papel de parede alterado. 
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Tabela 3 – Tabela Mitre Att&ck. 
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0c8e88877383ccd23a755f429006b437

69b3d913a3967153d1e91ba1a31ebed839b297ed

a864282fea5a536510ae86c77ce46f7827687783628e4f2ceb5bf2c41b8cd3c6

fury_ctm1042.bin
Tabela 4 – IoC do ransomware. 
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https://twitter.com/malwrhunterteam/status/1658829565215604738
https://www.sentinelone.com/anthology/rhysida/
https://www.secplicity.org/2023/05/23/scratching-the-surface-of-rhysida-ransomware/
https://blog.cyble.com/2023/05/23/new-ransomware-wave-engulfs-over-200-corporate-victims/
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