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Figura 1 – Postagem do administrador do Cyclops. 
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Figura 2 – Painel de administração do Cyclops. 

Figura 3 – Painel de pagamento do Cyclops. 
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Figura 4 – Gerando payload de resgate. 

Figura 5 – Linha de comando de execução e carga útil do resgate. 
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Tabela 1 – Tabela de processos para finalização. 

Figura 6 – Lista de processos de rescisão. 
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Figura 7 – Arquivos de extensões que são excluídos da criptografia. 

cmd.exe /c C:\Windows\System32\wbem\WMIC.exe shadow copy 

Where “ID=’{<ID>}’” delete 
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Figura 8 – Nota de Resgate. 
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Figura 9 – Argumentos do ransomware. 

Figura 10 – Nota sobre o Ransomware Linux. 
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Figura 11 – Informações do arquivo mach-O. 

Figura 12 – Comando de execução para o Ransomware. 

Figura 13 – Finalização do processo de criptografia. 
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Figura 14 – Conteúdo do arquivo JSON. 
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Figura 15 – Arquivos da vítima coletados na pasta temporária. 

Figura 16 – Conteúdo do arquivo JSON para Linux. 



 

17 | P á g i n a  
 

• 

• 

  



 

18 | P á g i n a  
 

 

• 

• 

• 

• 

• 

• 

 



 

19 | P á g i n a  
 

 

select * from yara where count > 0 and path like 

'C:\Users\%\AppData\Local\Temp\%%' and rule = 'rule 

Uptycs_Infostealer_Cyclops_windows 

{ 

meta: 

     malware_name = "Infostealer" 

     description = "Infostealers are malwares that can steal 

credentials from browsers, FTP clients, email clients etc from 

victim machines." 

     author = "Uptycs Inc" 

     version = "1" 

 

strings:     

     $string_0 = {0F B6 B4 18 EA 01 00 00 40 C0 EE 04 40 0F B6 F6 48 

8D 3D ?? ?? ?? 00 0F B6 34 37 0F 1F 00 48 81 FA 0B 02 00 00 0F 83 ?? 

?? 00 00} 

     $string_1 = {44 0F B6 84 18 EA 01 00 00 41 83 E0 0F 41 0F B6 3C 

38 48 81 FE 0B 02 00 00 72 95} 

     $string_2 = {FF D0 48 81 C4 50 01 00 00 59} 

     $string_3 = "GetSystemInfo" ascii wide 

     $string_4 = "GetProcessAffinityMask" ascii wide 

     $string_5 = "GetEnvironmentStrings" ascii wide 

     $string_6 = "GetConsoleMode" ascii wide 

     $string_7 = "math.Vr8NUS" ascii wide 

     $string_8 = "json:\"status\"" ascii wide 

 

condition: 

     all of them 

}' 
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select * from yara where count > 0 and path like '/tmp' and rule = 

'rule Uptycs_Infostealer_Cyclops  
{ 
 meta: 
 malware_name = "Infostealer" 
 description = "Infostealers are malwares that can steal credentials 

from browsers, FTP clients, email clients etc from victim machines." 
 author = "Uptycs Inc" 
 version = "1" 

 
 
                // All are moving patterns 

 
 
 strings: 
 $Infostealer_Cyclops_0 = {48 81 EC B0 00 00 00 48 89 AC 24 A8 00 00 

00 48 8D AC 24 A8 00 00 00 48 BA 2F 70 DC 38 93 99 77 CB 48 89 54 24 

6C 48 BA D8 1F 8E E2 21 03 59 E8 48 89 54 24 74 48 BA 21 03 59 E8 CB 

81 2D E4 48 89 54 24 78 48 BA E6 FC 0D 2D D9 82 66 1D 48 89 94 24 80 

00 00 00} 
 $Infostealer_Cyclops_1 = {48 BA 46 87 69 74 E3 8F F8 08 48 89 94 24 

88 00 00 00 48 BA 73 62 58 40 B0 D3 FC 18 48 89 94 24 90 00 00 00 48 

BA 57 FA 61 40 F0 D4 0D 2B 48 89 94 24 98 00 00 00 48 BA 36 0F 3B 23 

74 94 3E B3 48 89 94 24 A0 00 00 00 44 0F 11} 
 $Infostealer_Cyclops_2 = {48 BA 64 42 44 53 31 6E 75 39 48 89 54 24 

34 48 BA 2D 6F 3E 20 2C 2C 39 72 48 89 54 24 3C 48 BA 2C 2C 39 72 65 

00 37 46} 
 $Infostealer_Cyclops_3 = {48 BA 6D 75 73 71 7A 6F 4C 20 48 89 54 24 

1E 48 BA 73 6F 6F 20 72 6F 47 7F 48 89 54 24 26 48 BA 04 01 0F 01 05 

08 05 03} 
 $Infostealer_Cyclops_4 = {49 3B 66 10 0F 86 EC 00 00 00 48 83 EC 50 

48 89 6C 24 48 48 8D 6C 24 48 48 BA 73 54 74 75 63 74 75 7F 48 89 54 

24 30 48 BA DF 20 6E F2 65 64 01 EB 48 89 54 24 38 48 BA CF 6C FE 49 

06 CB F7 3C 48 89 54 24 40 48 BA 08 02 15 17 08 01 0F 01 48} 

 
 
 
 
 condition: 
 all of ($Infostealer_Cyclops*) 
}’
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