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Figura 1 – Identificação do Ransomware BIG HEAD. 
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Figura 2 – Rotina de infecção da primeira amostra. 

Figura 3 – Valor do Mutex. 
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Figura 4 – Lista de configurações. 
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Figura 5 – Descriptografia realizada do Ransomware. 
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Figura 6 – Geração da string aleatória de 40 caracteres.. 

 

/c vssadmin delete shadows /all /quiet & wmic shadowcopy delete & 

bcdedit /set {default} bootstatuspolicy ignoreallfailures & 

bcdedit /set {default} recoveryenabled no & wbadmin delete catalog 

-quiet 
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Figura 7 – Nota de resgate apresentado pelo ransomware. 

Figura 8 – Papel de parede alterada pelo ransomware. 
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Figura 9 – Script de python descompilado do binário. 
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Figura 10 – Código responsável pela falsa atualização. 

Figura 11 – O comando “KillCtrlAltDelete” responsável por desabilitar o Gerenciador de Tarefas. 
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Figura 12 – Criação do registro AutoRun. 

Figura 13 – Nota de Resgate. 
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Figura 14 – Arquivos que não realiza a criptografia 

Figura 15 – Processos que são encerrados pelo Ransomware.

Figura 16 – Deleção do arquivo de Ransomware. 
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Figura 17 – Fluxo de infecção da 2 amostra do Ransomware. 
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• 

• 

cmd /c powershell -executionpolicy bypass -win hidden -noexit -

file cry.ps1 
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Figura 18 – Extensões que são criptografadas. 

Figura 19 – Nota de regate criada. 
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Figura 20 – Fluxo de infecção da 3ª amostra. 
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Figura 21 – Papel de parede e Nota de Resgate. 
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Figura 22 – Conta identificado no Youtube sobre a conta do ator malicioso. 
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2a3e1126a556eaf2838e6e04103e2e7f

e5057f7997412b941168bf060011505e3597e460

6d27c1b457a34ce9edfb4060d9e04eb44d021a7b03223ee72ca569c8c4215438

1.exe

c42ad981f786b6b883af345c19084d30

f71a7ebb2af4c111536faceb3f7f7be5beffbaa1

226bec8acd653ea9f4b7ea4eaa75703696863841853f488b0b7d892a6be3832a

1.exe

1cb2cc59c6cbc0f5ca25f3bc3fe1c227

9c3ee8c6ce40fafc881f6931055b95bde631762a

ff900b9224fde97889d37b81855a976cddf64be50af280e04ce53c587d978840

123yes.exe

635610f9312fa71dee9c5b5812e42fb0

5511f181f576e2fb14b8d8add1b6dae373e0cae8

cf9410565f8a06af92d65e118bd2dbaeb146d7e51de2c35ba84b47cfa8e4f53b

archive.exe

c2fea37aa19c947614c20fe2ad3aeef2

16834915e3db38b5b954c2099d77bcb700428588

1c8bc3890f3f202e459fb87acec4602955697eef3b08c93c15ebb0facb019845

azz1.exe

bcdd035281adc7f7f01bae71763ae58b

df4933d9e15eb1cdab7e4f7eff0c3b721308ecf4

64246b9455d76a094376b04a2584d16771cd6164db72287492078719a0c749ab
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BXIuSsB.exe

e307123c3012248c4f7eac48b5c803c0

13cad899944c5267b1de0aecd6a6964c3e2696c2

0dbfd3479cfaf0856eb8a75f0ad4fccb5fd6bd17164bcfa6a5a386ed7378958d

ConsoleApp2.exe

d330be610005fd3f584e0386fd03aa90

a51661f21400841374cca6828eef190221132eea

6698f8ffb7ba04c2496634ff69b0a3de9537716cfc8f76d1cfea419dbd880c94

cry.ps1

02417e59322d74c2e27912a269cf9ccb 

5bdda34df5e60b79e70d8fff11df93240fb5e48e 

b8e456861a5fb452bcf08d7b37277972a4a06b0a928d57c5ec30afa101d77ead  

9f16d35de8c312ba0b6f9efd558487fe

93040ad968110a6c96c9e2f74f6902aa52b71057

6b3bf710cf4a0806b2c5eaa26d2d91ca57575248ff0298f6dee7180456f37d2e

ConsoleApp2.exe

7c51ea9b4caf8a5ece745b658c5d4f0a

c4bc6c542a119e06563ea0113292ce9a4ec29ede

6b771983142c7fa72ce209df8423460189c14ec635d6235bf60386317357428a

runyes.Crypter.bat

ec3f93637cbb85d78a27fe277b7ac382

78a627dffcff609378f1f89784757a226d136f1a 

627b920845683bd7303d33946ff52fb2ea595208452285457aa5ccd9c01c3b0a 

event-stream.exe 

7cb43dbfbeb9b43fc70ce39c4c4f0714

77d72f5211508e8f7b672b7d4f38cd347cb62ffa

40d11a20bd5ca039a15a0de0b1cb83814fa9b1d102585db114bba4c5895a8a44
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f4a8bd1b15d01c9816d7b5bd4d02a2d0

49abe60e1265fbc7b91f10f830bb8512c7c59339

159fbb0d04c1a77d434ce3810d1e2c659fda0a5703c9d06f89ee8dc556783614

Locker.ps1

00267183f7752a92ca027580b6148b27

040a690f8cb73916710eedc0e82ee301883a7df4

39caec2f2e9fda6e6a7ce8f22e29e1c77c8f1b4bde80c91f6f78cc819f031756

MtGNdyS.exe

393f229d1a9c3577058a079c5ad98ed8

233c833edd2f20fd968ee8a4372abad733d59d92

1ada91cb860cd3318adbb4b6fd097d31ad39c2718b16c136c16407762251c5db

Client.exe

164a642118b126c3072c38b0094d7395

a2f916c1de067fc41b6bcf11033a13e6a3062ed7

be6416218e2b1a879e33e0517bcacaefccab6ad2f511de07eebd88821027f92d

r.pyw

5b9d5fa75f73d0a830cf43fd8b891bf2

b2e981cadd1c532087f35c30cf37f091fcc5181e

9a7889147fa53311ba7ec8166c785f7a935c35eba4a877c1313a8d2e80e3230d

Client.exe

9138d8c09da9ff7229f7fb32e0810c9a

51d46155043a26a58644bbbd4e84a9b55b06d0c4

f6a2ec226c84762458d53f5536f0a19e34b2a9b03d574ae78e89098af20bcaa3

Server.exe

f6329e75cb5626b1d26758e09c12f7fc

1b8ab4569dff4952a5781c4c7874e22a96344ba6

1942aac761bc2e21cf303e987ef2a7740a33c388af28ba57787f10b1804ea38e

sfchost.exe

406cf11bdb84c3eae3e61f66ea596a46

b6acd4fd42b3dca2c2cb75faf48025c2f4880184
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f354148b5f0eab5af22e8152438468ae8976db84c65415d3f4a469b35e31710f

discord.exe

d90c1152a25beae7612a1ee2e1caede5

08c2247f37527cb4b0b14ce38f3a814c6d285717

037f9434e83919506544aa04fecd7f56446a7cc65ee03ac0a11570cf4f607853

ssissa.Crypter.bat

36fd5e09c417c767a952b4609d73a54b

299399c5a2403080a5bf67fb46faec210025b36d

980bac6c9afe8efc9c6fe459a5f77213b0d8524eb00de82437288eb96138b9a2

LogTransport2.exe

00f86c7d0723797f6d8ab079a24dfc3e

176ff8791e2e8a33e96d90b414a53011c3676938

603fcc53fd7848cd300dad85bef9a6b80acaa7984aa9cb9217cdd012ff1ce5f0

teleratserver.exe

68974e2fce3960049f8398fe11b08619 

400f58379ecb22519beebddf0aad001bcddc8ef0 

bcf8464d042171d7ecaada848b5403b6a810a91f7fd8f298b611e94fa7250463  

Xarch.exe 

b042f35c249fcb91b84f3bfb89a7c584

a01331293438f0b3b4c836792c78a70df53db3a3

64aac04ffb290a23ab9f537b1143a4556e6893d9ff7685a11c2c0931d978a931

XarchiveOutput.exe

650487de2c56ac2157ed9a3c9561f520

de49affc310dc92aaeea6411123668fb761dda6b

f59c45b71eb62326d74e83a87f821603bf277465863bfc9c1dcb38a97b0b359d

Xatput.exe

d5f9cbd75cdc39b8479bb126f60ffc2c

474f789a420410c59afa95bc506d97759d544f39

2a36d1be9330a77f0bc0f7fdc0e903ddd99fcee0b9c93cb69d2f0773f0afd254

Xserver.exe
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d5c3a2debb29e05bac74e4182223bf91

26de7556b43b32a238acec45369570e7390b0e74

66bb57338bec9110839dc9a83f85b05362ab53686ff7b864d302a217cafb7531

Xsput.exe

783f71958aab65982081ef715d159061

1305064c3a9e2bb9670fb9b8f6879a9b2e772647

806f64fda529d92c16fac02e9ddaf468a8cc6cbc710dc0f3be55aec01ed65235

Xsuut.exe

23a9b4e4d73701ee644402d447d34c03

3a5aae193a679c36fde3ea6a55168427c8a27d52

9c1c527a826d16419009a1b7797ed20990b9a04344da9c32deea00378a6eeee2

Xxut.exe

6f97153a44de122559343c91ab99b17e

239915a211cdf205257e0396ed4b08131f4c82ea

40e5050b894cb70c93260645bf9804f50580050eb131e24f30cb91eec9ad1a6e

iXZAF

6e5b2e5eddc6ad8cba05cbede2a06f31

8822c7deccf845640126cf2e0953f411d274ef7e

25294727f7fa59c49ef0181c2c8929474ae38a47b350f7417513f1bacf8939ff

XBtput.exe

cf6e72c525428d82a4ea93f13adbdc96

a6e922132b2d317543bee2244465f6c737194ec7

dcfa0fca8c1dd710b4f40784d286c39e5d07b87700bdc87a48659c0426ec6cb6

XBtput2.exe
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https://www.trendmicro.com/en_us/research/23/g/tailing-big-head-ransomware-variants-tactics-and-impact.html


 

31 | P á g i n a  
 


