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Figura 1 – Nome RedDriver durante a análise no disassembly. 

Figura 2 – Lista codificada de navegadores. 
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Figura 3 – Funções de importações do RedDriver FWPKCLNT.sys. 
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381c48ba28b806dad43e9d363e639ef6 

4f74aba2013edf7700dfb54fb7fbcbfabc31c285 

0201c2999e723d9bbb8b4df8c41030dd25a12ea39671dce2fe4b084b77c4a0d4  

lmPlugin.exe

27ff3ec8ae8931c3a500b2a44d3afa45 

723286e652fd7e63c43d9003cc8d503b1f5a0549 

fb29ef2e46335719421b747b23096bc6f98df3dc6cd1c0ff9b9174a3827562d5 

FXSCOM.exe

e7c1a57c2a8dd073b45974719459c2ee 

073eae9f93c92643777438e8a3d557ac8fbae8c5 

f8a1828bc25c8d311e05314ff1da37f9901147a48fbd715e8d1b96c724d71fa0 

lmPluginA.exe

adb8e404ae0dcd2d937dbe6f7dbc6d77 

772b325a53569565866502e4da4225e2a542a85d 

522b00f45a033c3f7d27a7c0db7dd51dff239fdac56c7a8acf7ff9c542b1e797 

lmPluginC.exe

15d9504fec29a115c5bd86c22ce3d096 

ff1636a5a510992cb3c3c02fde58a47b3e738788 

ba961c5896b46447cb555dc93f64a78d99da0b2a0a531979545fe7f40279c9c3 

072ba2309b825ce1dba37d8d924ea8ed 

89a74d0e9fd03129082c5b868f5ad62558ca34fd 

24c900024d213549502301c366d18c318887630f04c96bf0a3d6ba74e0df164f  

852448303.sys
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d209d42e2d604e6018129634fc2a2f38 

931d1ab97dba24013e97ee6a9247e70b0bf0ef13 

5a13091832ef2fd837c33acb44b97c37d4f1f412f31f093faf0ce83dcd7c314e 

1002bd7325b7f739c004400808fb5888 

e90dc1f706defe530ee8254c9e610128abbad8b1  

9e59eba805c361820d39273337de070efaf2bf804c6ea88bbafc5f63ce3028b1 

e026b2666d2ae5583a934b0f9d4b5d03 

87e4a15228730d10e46e5571d8be576a53858ddf 

c96320c7b57adf6f73ceaf2ae68f1661c2bfab9d96ffd820e3cfc191fcdf0a9b 

5aeab9427d85951def146b4c0a44fc63 

c9e9198d52d94771cb14711a5f6aaf8d82b602a2 

87565ff08a93a8ff41ea932bf55dec8e0c7e79aba036507ea45df9d81cb36105 

poilcy[.]itosha[.]top

newport[.]tofu77[.]top

workpoilcy.zhedwe[.]top

reserve.itosha[.]top

file[.]zhedwe[.]top

red[.]zhedwe[.]top

aireport[.]umpteen[.]top

q5y2qclsk18[.]malaji[.]top

laomao[.]run
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