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Figura 1 – Código FouteenHi x64 para analisar uma resposta C2. 
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Figura 2 – Serviço criado pelo implante MeatBall. 
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Figura 3 – Log contendo o resultado da execução do comando usado cmd. 

 



 

12 | P á g i n a  
 

 

• 

• 

• 

• 

• 

• 



 

13 | P á g i n a  
 

Figura 4 – Diagrama simplificado da interação do implante com uma mídia removível. 
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Figura 5 – Esquema simplificado de infectar um computador em um segmento de rede isolado através de uma mídia 
removível infectada. 
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Figura 6 – Esquema simplificado para coletar dados roubados de um computador em um segmento de rede isolado 
por meio de uma mídia removível infectada. 
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4c1adc1778ce07cd655db129af1da7e0

71d919105627c67ab9fb9a7152015cf6

3e22e7f5a6ee0a7d3d9a5cbfa7939c98

2db858c4ca836120d3124eb5490195ea

d2d7fd5c7372cd81d6bc4199f211a42c

4d5963b7d931a02265ea5231961935e9

3a532b8481f22b78abc718ac5cdb3f06

36a029cb62bfcb86394b49e5acf36bef
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bb02a5d3e8807d7b13be46ad478f7fbb 

22e66e0be712f2843d8db22060088751 

d75c7bd965c168d693ce8294138136ae 
Tabela 2 – Indicador de Compromisso – MD5. 
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Tabela 3 – Indicadores de Compromissos – Domínio e IPs C2. 
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https://ics-cert.kaspersky.com/publications/reports/2023/07/20/common-ttps-of-attacks-against-industrial-organizations-implants-for-remote-access/?utm_source=securelist&utm_medium=link&utm_campaign=common-ttps-of-attacks-against-industrial-organizations-implants-for-remote-access
https://ics-cert.kaspersky.com/publications/reports/2023/08/10/common-ttps-of-attacks-against-industrial-organizations-implants-for-uploading-data/?utm_source=securelist&utm_medium=link&utm_campaign=common-ttps-of-attacks-against-industrial-organizations-implants-for-uploading-data
https://ics-cert.kaspersky.com/publications/reports/2023/07/31/common-ttps-of-attacks-against-industrial-organizations-implants-for-gathering-data/?utm_source=securelist&utm_medium=link&utm_campaign=common-ttps-of-attacks-against-industrial-organizations-implants-for-gathering-data
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