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Figura 1 – Comando codificado em base64 utilizado pelo ator de ameaça. 

Figura 2 – Comando decodificado em base64 utilizado pelo ator de ameaça. 
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Figura 3 – Ativos potencialmente vulneráveis da CVE-24489. 

https://helpx.adobe.com/security/products/coldfusion/apsb23-25.html


 

8 | P á g i n a  
 

 

 

 

 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-38180
https://www.zyxel.com/global/en/support/security-advisories/zyxel-security-advisory-for-a-new-variant-of-gafgyt-malware
https://forums.ivanti.com/s/article/CVE-2023-35081-Arbitrary-File-Write?language=en_US
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https://forums.ivanti.com/s/article/CVE-2023-35078-Remote-unauthenticated-API-access-vulnerability?language=en_US
https://jvn.jp/en/vu/JVNVU92327282/
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https://support.apple.com/en-us/HT213826
https://support.apple.com/en-us/HT213841
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https://www.rapid7.com/blog/post/2023/03/21/etr-rapid7-observed-exploitation-of-adobe-coldfusion/
https://helpx.adobe.com/security/products/coldfusion/apsb23-25.html
https://support.citrix.com/article/CTX559517/sharefile-storagezones-controller-security-update-for-cve202324489
https://nvd.nist.gov/vuln/detail/CVE-2023-38180
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-38180
https://www.zyxel.com/global/en/support/security-advisories/zyxel-security-advisory-for-a-new-variant-of-gafgyt-malware
https://forums.ivanti.com/s/article/CVE-2023-35081-Arbitrary-File-Write?language=en_US
https://nvd.nist.gov/vuln/detail/CVE-2023-35078
https://forums.ivanti.com/s/article/CVE-2023-35078-Remote-unauthenticated-API-access-vulnerability?language=en_US
https://nvd.nist.gov/vuln/detail/CVE-2022-31199
https://nvd.nist.gov/vuln/detail/CVE-2023-36884
https://nvd.nist.gov/vuln/detail/CVE-2023-37450
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